
Alice Street General Practice 

AI Scribe Policy 

Effective date 31 July 2026 

Review date 31 January 2027 (6-monthly review) 

Policy owner Practice Manager and Practice Owner (Nyrie) — shared responsibility 

Applies to All GPs (including tenant GPs), GP registrars/trainees, and practice staff 

1. Purpose 

This policy sets out the requirements for using AI medical scribes at Alice Street General Practice, to ensure patient 

privacy, clinical safety, and compliance with RACGP, Ahpra and medical indemnity (Avant) guidance are 

maintained consistently across the practice. 

2. Scope 

● This policy applies to all GPs consulting at the practice, including tenant GPs, for whom it forms a condition 

of facility use — in the same way as the practice's existing IT and security policies. 

● GP registrars and trainees may use an AI scribe only with their supervising GP's sign-off (see Section 8). 

● This policy covers AI scribes used during patient consultations. General-purpose AI tools (e.g. ChatGPT-

style tools) used for administrative work are covered separately under the practice's General AI Use Policy.  

3. Approved AI Scribe Tools 

There is no single mandated product. A GP may use any AI scribe tool that has been vetted by the Practice Manager 

and/or Nyrie against the following minimum requirements before first use: 

● Australian data storage — patient data must be stored on servers located in Australia. 

● No on-selling or use of practice data to train the vendor's AI models, and no data shared with third parties. 

● Encryption of data in transit and at rest. 

● A clear, documented data breach process, including how and when the practice will be notified. 

GPs must not begin using a new AI scribe product until it has been checked against these requirements and approved. 

Contact the Practice Manager to request a new tool be vetted. 

3a. Currently Approved AI Scribe Products 

The following products have been checked against the Section 3 criteria based on their published privacy/security 

documentation as at 31 July 2026. This is a desktop review of public vendor material, not a substitute for the contract 

review required under Section 6 — no GP should sign up to a paid plan until that review is complete. 

Product AU data storage No training / on-selling Encryption Breach process Status 

MBSPro Yes — 

Australian 

Azure servers 

Yes — states no model 

training, no long-term 

retention 

Yes — 

encrypted in 

transit & at rest 

Not published — 

SMB1001 Gold certified 

(implies a process) 

Approved, 

pending 

contract 

review 

Lyrebird 

Health 
Yes — 

processed & 

stored in 

Australia 

Yes — states not 

sold/shared/used to train 

external models* 

Yes — "bank-

level" encryption 
Not published — ISO 

27001 certified (implies a 

process) 

Approved, 

pending 

contract 

review 

Heidi 

Health 
Yes — 

explicitly 

"locally hosted" 

in Australia 

Yes — "Heidi doesn't use any 

of your data to train our AI"; 

also de-identifies data before 

processing 

Yes — SOC 2 

Type II & ISO 

27001 certified 

Addressed on Safety page 

(breach mitigation FAQ); 

full written process to be 

confirmed at contract stage 

Approved, 

pending 

contract 

review 

* Lyrebird also states its AI "learns from your edits" to match your style over time. This appears to be per-account personalisation 

rather than training its underlying model, but this should be clarified with the vendor in writing before relying on it. 



Heidi Health: confirmed via its Safety page (heidihealth.com/en-au/safety) — data is de-identified before processing and Heidi states it 

does not use practice data to train its AI. Approved on the same basis as the other two products, pending contract review. 

This table reflects a review of vendor websites at a point in time and should be re-checked at each policy review (Section 10), or sooner 

if a vendor changes its terms. 

4. Patient Consent 

● Every patient must provide consent before an AI scribe is used in their consultation, using the practice's AI 

Scribe Consent Form. 

● Consent is signed once and kept on the patient's file. The GP must verbally reconfirm consent at the start of 

each subsequent consultation where the scribe will be used, and note this in the record. 

● Patients (or their parent/guardian/authorised representative) may decline or withdraw consent at any time, 

and this will not affect their care. 

● Recording a consultation without consent may constitute an offence under NSW surveillance device law — 

consent must never be assumed or skipped. 

5. Clinical Governance — Reviewing AI-Generated Notes 

● Every note, letter, or referral produced by an AI scribe is a draft only. The treating GP is fully responsible for 

reviewing and correcting it before it is filed in the patient record. 

● MBS item numbers suggested by an AI scribe must be independently verified by the GP before being used 

for billing — never accepted automatically. 

● The GP remains professionally and legally responsible for the accuracy of the clinical record, regardless of 

which tool produced the first draft. 

6. Privacy & Data Security 

● The practice's privacy policy and patient-facing information must reflect that AI scribes are in use, and how 

patient data is handled. 

● No patient-identifying information should be entered into an AI scribe tool beyond what the tool requires to 

function, in line with each vendor's vetted data-handling terms (Section 3). 

● Vendor contracts must be reviewed for indemnity or liability clauses before signing — GPs should check 

with their own MDO if unsure whether their indemnity cover extends to a particular tool. 

7. Incident & Error Reporting 

Any AI scribe error (e.g. a clinically significant inaccuracy in a generated note), suspected data breach, or privacy 

concern must be reported by the GP or staff member to the Practice Manager as soon as practicable. The Practice 

Manager and Nyrie will jointly determine any follow-up action required, including notifying the vendor or affected 

patients if necessary. 

8. GP Registrars and Trainees 

Registrars and GP trainees may use an approved AI scribe only with their supervising GP's explicit sign-off. The 

supervisor remains responsible for reviewing the accuracy of any AI-generated notes produced during the registrar's 

consultations, consistent with their existing supervision obligations. 

9. Responsibilities 

● Practice Manager & Nyrie (shared): vetting and approving AI scribe products, reviewing vendor contracts, 

monitoring ongoing compliance, and receiving incident reports. 

● GPs: obtaining and reconfirming patient consent, reviewing and correcting all AI-generated content before 

filing or billing, and reporting errors or incidents. 

● Supervising GPs: approving and overseeing registrar/trainee use of AI scribes. 

10. Policy Review 



This policy will be reviewed every 6 months, or sooner if there is a significant regulatory change (e.g. updates to 

RACGP, Ahpra, or Privacy Act guidance) or a material incident involving an AI scribe. 


